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The Management Event MIB providesacr e Jn dataand format definition for events (informative, alarm,
etc.). It also specifies by what means eventse krs @ je Z_pc @oem. ~event mechanism facilitates
management of the MTA in amulti-vendo ol ANempfOV i treul Stowedtd means to i mplement
PacketCable™ specified events.

1.2 Purpose of document

This document describes an SNMP MIB in SMIv2, to support the management event mechanism as
described in [1]. It isintended to be implemented in the MTA and management devices.

1.3 Organization of document

This document contains the Management Event MIB for SNMPv3 [10], [11], [12], and [13]. ThisMIB is
described in section 5.

1.4 Requirements

Throughout this document, the words that are used to define the significance of particular requirements are
capitalized. Thesewords are:

“MUST” This word or the adjective “REQUIRED” means that the item is an absolute
requirement of this specification.

“MUST NOT” This phrase means that the item is an absolute prohibition of this specification.

“SHOULD” This word or the adjective “RECOMMENDED” means that there may exist valid

reasonsin particular circumstances to ignore this item, but the full implications should
be understood and the case carefully weighed before choosing a different course.

“SHOULD NOT”  This phrase means that there may exist valid reasons in particular circumstances when
the listed behavior is acceptable or even useful, but the full implications should be
understood and the case carefully weighed before implementing any behavior
described with this label.

“MAY” This word or the adjective “OPTIONAL” means that this item is truly optional. One
vendor may choose to include the item because a particular marketplace requires it or
because it enhances the product, for example; another vendor may omit the same
item.

10/18/02 CableLabsO 1
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2 REFERENCES

2.1 Normative

In order to claim compliance with this specification, it is necessary to conform to the following standards
and other works as indicated, in addition to the other requirements of this specification. Notwithstanding,
intellectual property rights may be required to use or implement such normative references.

[1] “PacketCable Management Event Mechanism,” PKT-SP-MEM-101-001128, Cable Television
Laboratories, Inc., November 28, 2000.

2.2 Informative
2] “PacketCable MTA MIB,” PKT-SP-MIB-MTA-104-021018,
Cable Television Laboratories, Inc., October 18, 2002.

[3] “PacketCable SIGNALING MIB,” PKT-SP-MIB-SIG-104-021018,
Cable Television Laboratories, Inc., October 18, 2002.

[4] “PacketCable Management Event IDs,” PKT-TR-MEMEVENT-ID-V01-001128,
Cable Television Laboratories, Inc., November 28, 2000.

[5] “PacketCable Network-Based Call Signaling Protocol Specification,”
PKT-SP-EC-MGCP-104-011221, Cable Television Laboratories, Inc., December 21, 2001

[6] “PacketCable Security Specification,” PKT-SP-SEC-105-020116, Cable Television Laboratories,
Inc., January 16, 2002.

[7] “PacketCable MTA Device Provisioning Specification,” PKT-SP-PROV-104-021018,
Cable Television Laboratories, Inc., October 18, 2002.

[8] “PacketCable Architecture Framework Technical Report”, PKT-TR-ARCH-101-991201,
December 1, 1999, Cable Television Laboratories, Inc., December 1, 1999.

[9] IETF RFC 1906, Transport Mappings for Version 2 of the Simple Network Management Protocol
(SNMPv2), January 1996.

[10] IETF RFC 2570, Introduction to Version 3 of the Internet-standard Network Management
Framework, April 1999.

[11] IETFRFC 2571, An Architecture for Describing SNMP Management Frameworks, April 1996.

[12] |ETFRFC 2572, Message Processing and Dispatching for the Simple Network Management
Protocol (SNMP), April 1999.

[13] IETFRFC 2573, SNMP Applications, April 1999.
[14] |ETF STDO0058 (RFC 2579), Textual Conventions for SMIv2, April 1999.
[15] |IETFRFC 3291, “Textual Conventions for Internet Network Addresses, May 2002.”
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2.3 Reference Acquisition

Cablel abs Specifications:

e Cable Television Laboratories, Inc., 400 Centennial Parkway, Louisville, CO 80027,
Phone 303-661-9100; Fax 303-661-9199; Internet: http://www.packetcable.com

|IETF Standards

e Internet Engineering Task Force (IETF) Secretariat c/o Corporation for National Research Initiatives,
1895 Preston White Drive, Suite 100, Reston, VA 20191-5434, Phone 703-620-8990,
Fax 703-620-9071, Internet http://www.ietf.org/

3 TERMS AND DEFINITIONS

This PacketCable specification uses the following terms and definitions:

‘ Endpoint ‘ A Terminal, Gateway or MCU

4 ABBREVIATIONS AND ACRONYMS

This PacketCabl e specification uses the following abbreviations:

E-MTA Embedded MTA — a single node which contains both an MTA and a cable modem.

FQDN Fully Qualified Domain Name. Refer to IETF RFC 1594 for details.

IANA Internet Assigned Numbered Authority. See www.ietf.org for details.

IETF Internet Engineering Task Force. A body responsible, among other things, for developing
standards used in the Internet.

IP Internet Protocol. An Internet network-layer protocol.

MAC Media Access Control. It is a sublayer of the Data Link Layer. It normally runs directly
over the physical layer.

MTA Multimedia Termina Adapter.

(O Operations Systems Support. The back office software used for configuration,
performance, fault, accounting and security management.

SNMP Simple Network Management Protocol.

10/18/02
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5 PACKETCABLE MANAGEMENT EVENT MIB

The PacketCable Management Event MIB MUST be implemented as defined below.
PKTC- EVENT-M B DEFINI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
I nt eger 32,
Unsi gned32,
NOTI FI CATI ON- TYPE,
BI TS
FROM SNWVPv2- SM
Trut hVal ue, DisplayString, DateAndTi me
FROM SNWPv2- TC
OBJECT- GROUP,
MODUL E- COVPLI ANCE,
I net Addr essType, | net Address, | netPort Nunber
FROM | NET- ADDRESS- M B
NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF
cl abPr oj Packet Cabl e
FROM CLAB- DEF- M B;
pkt cEvent M b MODULE- | DENTI TY

LAST- UPDATED "0210180000Z" -- 10/18/02
ORGANI ZATI ON "Packet Cabl e Provisioning/CSS G oup"
CONTACT- | NFO

"Matt Gsman

Postal : Cabl e Tel evi sion Laboratories, Inc.
400 Centenni al Par kway
Loui svill e, Col orado 80027-1266

U S A

Phone: +1 303-661-9100

Fax: +1 303-661-9199

E-mai | : m osman@abl el abs. cont'
DESCRI PTI ON

"This M B nodul e supplies the basic managenment objects
for event reporting

Acknow edgenent s:
Rick Vetter - Mot or ol a
Eugene Nechankin - Br oadcont
::= { clabProj Packet Cable 3 }

pkt cDevEvent Contr ol OBJECT IDENTIFIER ::= { pktcEventMb 1 }
pkt cDevEvent Confi g OBJECT IDENTIFIER ::= { pktcEventMb 2 }
pkt cDevEvent Throttl e OBJECT | DENTIFIER ::= { pktcEventMb 3}
pkt cDevEvent Local OBJECT IDENTIFIER ::= { pktcEventMb 4 }
pkt cDevEvent Noti fy OBJECT IDENTIFIER ::= { pktcEventMb 5 }
pkt cDevEvNoti fi cati on OBJECT IDENTIFIER ::= { pktcEventMb 6 0 }

-- Event Reporting

-- Event reporting control

4 CableLabsO 10/18/02
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pkt cDevEvCont r ol OBJECT- TYPE
SYNTAX | NTEGER {
resetLog(1),
set Def aul t s(2)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Thi s object defines actions related to the event |og
configuration. Setting this object to resetLog(l) enpties the
event | og.
Al event log data is deleted. Setting it to setDefault(2)
restores all event priorities to their factory-default
reporting paraneters."

::= { pktcDevEventControl 1}

pkt cDevEvCont r ol St at e OBJECT- TYPE
SYNTAX | NTEGER {
| ogReset (1),
defaul tsSet (2),
user Confi gured(3),
processi ng(4)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object reflects the state of the device as nodified in
pkt cDevEvControl . Processing indicates that a state change
is underway. This object reflects the state of the device."

::= { pktcDevEventControl 2}

pkt cDevEvSysl ogAddr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
“The type of Internet address of the Syslog server.
Not all address types may be supported.”

::= { pktcDevEventControl 3}

pkt cDevEvSysl ogAddr ess OBJECT- TYPE

SYNTAX I net Addr ess

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The | P address of the Syslog server. If 0.0.0.0,
syslog transmission is inhibited. The use of FQDNs is
syntactically allowed but it is discouraged for syslog
servers since not resolving themin a tinmely manner
may | eave the device wi thout access to the Syslog
daenon during critical network events."

::= { pktcDevEventControl 4 }

pkt cDevEvSysl ogUdpPort OBJECT- TYPE

SYNTAX | net Por t Nurrber

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The UDP port nunber the syslog device is using to send
requests to the syslog server."

DEFVAL {514}

::= { pktcDevEventControl 5 }

-- Event throttling control

10/18/02 CableLabsO 5
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pkt cDevEvThr ott| eAdnmi nSt at us OBJECT- TYPE
SYNTAX | NTEGER {

throttlinglnhibited(1),
dynam cThr eshol di ng(2),
manual Thr eshol di ng(3),
event sl nhi bi t ed(4)

}
MAX- ACCESS read-wite

STATUS

current

DESCRI PTI ON

"Controls the transm ssion of traps and sysl og nessages
with respect to the trap pacing threshol d.
throttlinglnhibited(1l) causes traps and sysl og nessages to be
transmtted without regard to the threshold settings.
dynam cThreshol di ng(2) causes trap transm ssion and
sysl og nessages to be suppressed if the nunber of traps
woul d ot herwi se exceed the threshol d.
manual Thr eshol di ng(3) causes trap transm ssion to cease
at the threshold, and not resune until directed to do so.
event sl nhibited(4) causes all trap transmi ssion and sysl og
nmessages to be suppressed.

A single event is always treated as a single event for
threshol d counting. That is, an event causing both a trap
and a syslog nessage is still treated as a single event.
Witing to this object resets the thresholding state.

At initial startup, this object has a default val ue of
throttlinglnhibited(1)."
}

DEFVAL { throttlinglnhibited
::={ pktcDevEventThrottle 1 }

pkt cDevEvThrottl el nhi bited OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'f true(l), trap/informand syslog transmission is currently
i nhibited due to thresholds and/or the current setting of
pkt cDevEvThrottl eAdmi nStatus. I n addition, this is set to
true(l) if transmission is inhibited due to no
sysl og (pktcDevEvSysl ogAddress) or trap/inform
(pkt cM aDevSnnpEnti ty)
destinati ons having been set."

::={ pktcDevEventThrottle 2 }

pkt cDevEvThrott| eThreshol d OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Nunber of trap/syslog events per pktcDevEvThrottl el nterval
to be transnmitted before throttling.
A single event is always treated as a single event for
Threshol d counting. That is, an event causing both a
trap/informand a syslog nessage is still treated as a
singl e event.
At initial startup, this object returns 2."
DEFVAL { 2}

:= { pktcDevEventThrottle 3 }

CableLabsO 10/18/02
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pkt cDevEvThrottl el nterval OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
UNI TS "seconds”
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The interval over which the throttle threshold applies.
At initial startup, this object has a value of 1."
DEFVAL { 1}
::= { pktcDevEventThrottle 4 }

-- Event configuration

-- The followi ng table configures the reporting of the various programuabl e
-- events.

pkt cDevEvPr ogr anmabl eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pkt cDevEvProgrammabl eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table allows control of the reporting of event classes.

For each event priority, a conbination of |ogging and

reporting nechani sms may be chosen. The mappi ng of event types

to priorities is vendor-dependent. Vendors may al so choose to

allow the user to control that mapping through proprietary neans."
::={ pktcDevEventConfig 1 }

pkt cDevEvPr ogr anmabl eEntry OBJECT- TYPE
SYNTAX Pkt cDevEvVPr ogr ammabl eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Al'l ows configuration of the reporting nechanisns for a
progranmabl e event, including |evel, report type, and text."
I NDEX { pktcDevEvProgrammabl el d, pktcDevEvProgramrabl eEnterprise }
::= { pktcDevEvProgranmmabl eTable 1 }

Pkt cDevEVPr ogr anmabl eEntry :: = SEQUENCE {
pkt cDevEvPr ogr ammabl el d I nt eger 32,
pkt cDevEvPr ogr anmabl eEnt er pri se I nt eger 32,
pkt cDevEvPr ogr ammabl eLevel | NTEGER,
pkt cDevEvPr ogr anmabl eReporti ng BI TS,
pkt cDevEvPr ogr amrabl eText Di splayString
}

pkt cDevEvPr ogr ammabl el d OBJECT- TYPE
SYNTAX | nteger32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"ID for a specific progranmable event to which the priority and

di splay string are matched. These Event 1ds are vendor specific or

in the case of PacketCabl e events defined in pkt-tr-nemevent-id-
v01-001128."
::= { pktcDevEvProgramuabl eEntry 1 }

10/18/02 CableLabsO
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pkt cDevEvPr ogr anmabl eEnt erpri se  OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Provides the | ANA enterprise nunber of the device manufacturer for proprietary
events, and the Cabl eLabs | ANA enterprise nunber for PacketCable specified
events."

::= { pktcDevEvProgranmmabl eEntry 2 }

pkt cDevEvPr ogr ammabl eLevel OBJECT- TYPE
SYNTAX | NTEGER {
critical (1),
maj or (2),
m nor (3),
war ni ng(4),
i nformation(5)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The priority level that is controlled by this entry. These are
ordered fromnost (critical) to least (information) critical.
Each event has a particular priority |level associated with it (as
defined by the vendor). The levels are described as:
critical (1) — A service-affecting condition that requires i mediate
corrective action.
maj or(2) — A service-affecting condition that requires urgent
corrective action.
m nor(3) — A non-service-affecting fault condition which warrants
corrective action in order to avoid a nore serious fault.
warni ng(4) — A potential or inpending condition which can lead to a
fault; diagnostic action is suggested.
information(5) — Normal event neant to convey information."

.= { pktcDevEvProgramuabl eEntry 3 }

pkt cDevEvPr ogr ammabl eReporti ng OBJECT- TYPE
SYNTAX BI TS {
| ocal (0),
traps(1),
sysl 0g(2),
inform(3),
none( 4)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Defines the action to be taken on occurrence of this
event class. Inplenentations may not necessarily support
all options for all event classes, but at m ni num nust
allow traps and syslogging to be disabled. If the
local (0O) bit is set, then log to the internal log, if the
traps(1l) bit is set, then generate a trap, if the
syslog(2) bit is set, then send a syslog nessage
(assuming the syslog address is set)
inform(3) bit is set, then generate an inform if the
none(4) bit is set, then this event is not generated.”
-- DEFVAL { local }
::= { pktcDevEvProgranmmabl eEntry 4 }

8 CableLabsO 10/18/02
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pkt cDevEvPr ogr anmabl eText OBJECT- TYPE
SYNTAX Di spl ayString(SIZE (127))
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Programmabl e event display string providing a human-readabl e
description of the event."
::= { pktcDevEvProgramuabl eEntry 5 }

-- The followi ng table configures the reporting of the various fixed
-- events.

pkt cDevEvFi xedTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pkt cDevEvFi xedEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table allows control of the reporting of event classes.

For each event priority, a conbination of |ogging and

reporting nechani sns nmay be chosen. The nmmppi ng of event types

to priorities is vendor-dependent. Vendors nmay al so choose to

all ow the user to control that mapping through proprietary neans.”
::={ pktcDevEventConfig 2 }

pkt cDevEvFi xedEntry OBJECT- TYPE
SYNTAX Pkt cDevEVFi xedEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Al'l ows configuration of the reporting nmechanisns for a
fixed event, including level, and report type."
I NDEX { pktcDevEvFi xedl d, pktcDevEvFi xedEnterprise }
::= { pktcDevEvFi xedTable 1 }

Pkt cDevEVFi xedEntry ::= SEQUENCE {
pkt cDevEVFi xedl d I nt eger 32,
pkt cDevEvFi xedEnt erpri se I nt eger 32,
pkt cDevEVFi xedLevel | NTEGER,
pkt cDevEvFi xedReporting BI TS,
pkt cDevEvFi xedText Di spl ayString
}

pkt cDevEvFi xedl d OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"IDfor a specific fixed event to which the priority and display
string are matched. These Event Ids are vendor specific or in the
case of PacketCabl e events defined in pkt-tr-nemevent-id-v01-
001128."

::= { pktcDevEvFi xedEntry 1 }

pkt cDevEvFi xedEnt erpri se  OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Provides the | ANA enterprise nunber of the device manufacturer for

proprietary events, and the Cabl eLabs | ANA enterprise nunber for
Packet Cabl e specified events."

::= { pktcDevEvFi xedEntry 2 }

10/18/02 CableLabsO 9
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pkt cDevEVFi xedLevel OBJECT- TYPE
SYNTAX | NTEGER {
critical (1),
maj or (2),
m nor (3),
war ni ng(4),
i nf ormati on(5)

}
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The priority level that is controlled by this entry. These are
ordered fromnost (critical) to least (information) critical. Each

event has a particular priority level associated with it (as defined
by the vendor). The levels are described as:
critical (1) — A service-affecting condition that requires
i medi ate corrective action.
maj or(2) — A service-affecting condition that requires urgent
corrective action.
mnor(3) — A non-service-affecting fault condition which
warrants corrective action in order to avoid a nore serious
faul t.
warning(4) — A potential or inpending condition which can |ead
to a fault; diagnostic action is suggested.
information(5) — Nornmal event meant to convey information."
::= { pktcDevEvFi xedEntry 3 }

pkt cDevEvFi xedReporting OBJECT- TYPE
SYNTAX BI TS {
| ocal (0),
traps(1),
sysl og(2),
i nform(3),
none( 4)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Defines the action to be taken on occurrence of this event class.
I mpl ement ati ons may not necessarily support all options for all
event classes, but at mininmumnust allow traps and syslogging to
be disabled. If the local (0) bit is set, then log to the internal
log, if the traps(1) bit is set, then generate a trap, if the
syslog(2) bit is set, then send a syslog nessage (assuming the
syslog address is set) inform3) bit is set, then generate an
inform if the none(4) bit is set, then this event is not
generated. "

-- DEFVAL { |ocal }
::= { pktcDevEvFi xedEntry 4 }

pkt cDevEVFi xedText OBJECT- TYPE

SYNTAX Di spl ayString(SIZE (127))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Fi xed event display string providing a human-readabl e
description of the event."

::= { pktcDevEvFi xedEntry 5 }

-- Local event table - for retrieval of events via SNW

10 CableLabsO 10/18/02
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pkt cDevEvent Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pkt cDevEvent Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Contains a |log of network and device events that may be
of interest in fault isolation and troubl eshooting."
::={ pktcDevEventLocal 1}

pkt cDevEvent Entry OBJECT- TYPE

SYNTAX Pkt cDevEvent Ent ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Describes a network or device event that may be of

interest in fault isolation and troubl eshooting.
Entries are created with the first occurrence of an event.
pkt cDevEvControl can be used to clear the table.
I ndi vi dual events can not be deleted."

I NDEX { pktcDevEvl ndex }

::={ pktcDevEventTable 1 }

Pkt cDevEvent Entry ::= SEQUENCE {
pkt cDevEvI ndex | NTEGER,
pkt cDevEvVTi me Dat eAndTi ne,
pkt cDevEvLevel | NTEGER,
pkt cDevEvVEnt er pri se I nt eger 32,
pkt cDevEvl d Unsi gned32,
pkt cDevEvText Di spl ayStri ng,
pkt cDevEvMacAddr ess OCTET STRI NG,
pkt cDevEvENndpoi nt Name Di splayString
}
pkt cDevEvI ndex OBJECT- TYPE
SYNTAX I NTEGER (1..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Provides relative ordering of the objects in the event
log. This object will always increase except when
(a) the log is reset via pktcDevEvControl,
(b) the device reboots and does not inplenment non-volatile
storage for this log, or (c) it reaches the value 2"31.
The next entry for all the above cases is 1. This also serves as
a indicator of event sequence."
::= { pktcDevEventEntry 1 }

pkt cDevEvVTi nme OBJECT- TYPE
SYNTAX Dat eAndTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Provides a human-readabl e description of the
tinme at which the event occurred.”
::= { pktcDevEventEntry 2 }

pkt cDevEvLevel OBJECT- TYPE
SYNTAX | NTEGER {
critical (1),
maj or (2),
m nor (3),
war ni ng(4),
i nformati on(5)

}
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The priority level of this event as defined by the
vendor. These are ordered from nost serious (critical)
to | east serious (debug)."

::={ pktcDevEventEntry 3 }

pkt cDevEVENt er pri se OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Provides the | ANA enterprise nunber of the device manufacturer for

proprietary events, and the Cabl eLabs | ANA enterprise nunber for
Packet Cabl e specified events."

::= { pktcDevEventEntry 4 }

pkt cDevEvl d OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"ID for a specific event to which the priority and display string
are matched. These Event lds are vendor specific or in the case of
Packet Cabl e events defined in pkt-tr-nmenevent-id-v01l-001128."

::={ pktcDevEventEntry 5 }

pkt cDevEvText OBJECT- TYPE

SYNTAX Di spl ayString

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Provides a human-readabl e description of the event,

including all relevant context (interface nunbers,
etc.)."

::= { pktcDevEventEntry 6 }

pkt cDevEvMacAddr ess OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Provides the MAC address of the device generating the event.”
::={ pktcDevEventEntry 7 }

pkt cDevEvVEndpoi nt Nane OBJECT- TYPE
SYNTAX Di spl ayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is the endpoint identifier followed by the FQDN/ | P Address
of the device. This is in the form- AALN X FQDN/ | P Address.
If the event is not specific to an endpoint, then the contents
is just the FQDN/ I P address.”

::= { pktcDevEventEntry 8 }

-- Event Data for Traps - Inforns

pkt cDevEvReport | ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Integer value starting at one that increases by one
for each event generated. Used for sequencing of events.”
1= { pktcDevEventNotify 1 }
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pkt cDevEvReport Ti ne OBJECT- TYPE
SYNTAX Dat eAndTi e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Provi des a human-readabl e description of the tine at
whi ch the event occurred.”
.= { pktcDevEventNotify 2 }

pkt cDevEvReport Level OBJECT- TYPE
SYNTAX I NTEGER {
critical (1),
maj or (2),
m nor ( 3),
war ni ng(4),
i nformation(5)

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"The priority level of this event as defined by the

vendor. These are ordered from nost serious (critical)
to | east serious (debug)."
.= { pktcDevEventNotify 3 }

pkt cDevEvReport Enterpri se OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Provides the | ANA enterprise nunber of the device
manuf acturer for proprietary events, and the Cabl eLabs
I ANA enterprise nunmber for
Packet Cabl e specified events."
::= { pktcDevEventNotify 4 }

pkt cDevEvReportld OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"ID for a specific event to which the priority and display string
are matched. These Event Ids are vendor specific or in the case of
Packet Cabl e events defined in pkt-tr-nmenevent-id-v01l-001128."

::= { pktcDevEventNotify 5 }

pkt cDevEvReport Text OBJECT- TYPE

SYNTAX Di spl ayString

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Provides a hunman-readabl e description of the event,
including all relevant context (interface nunbers,
etc.)."

.= { pktcDevEventNotify 6 }

pkt cDevEvReport MacAddress  OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Provides the MAC address of the device generating the event.’
.= { pktcDevEventNotify 7 }

10/18/02 CableLabsO 13



PKT-SP-EVEMIB-102-021018 PacketCable™ 1.1 Specifications

pkt cDevEvReport Endpoi nt Nane OBJECT- TYPE

SYNTAX Di spl ayString

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This is the endpoint identifier followed by the FQDN I P Address of
the device. in the case of the , this is in the form-
AALN X: FQDN/ | P Address. If the event is not specific to an
endpoint, then the contents is just the FQON | P address"”

::= { pktcDevEventNotify 8 }

pkt cDevEvI nf or m NOTI FI CATI ON- TYPE
OBJECTS { pktcDevEvReport| ndex, pktcDevEvReportTi ne, pkt cDevEvReport Level,

pkt cDevEvReport Ent er pri se, pkt cDevEvReport | d, pkt cDevEvReport Text,
pkt cDevEvReport MacAddr ess, pkt cDevEvReport Endpoi nt Name }

STATUS current

DESCRI PTI ON

"Informfor event reporting "

::={ pktcDevEvNotification 1 }

pkt cDevEvVTrap NOTI FI CATI ON- TYPE

OBJECTS { pktcDevEvReport| ndex, pktcDevEvReport Ti ne, pkt cDevEvReport Level,
pkt cDevEvReport Ent er pri se, pkt cDevEvReport | d, pkt cDevEvReport Text,
pkt cDevEvReport MacAddr ess, pkt cDevEvReport Endpoi nt Nanme }

STATUS current

DESCRI PTI ON
" Trap for event reporting "
::={ pktcDevEvNotification 2 }

pkt cEvent Conf or mance OBJECT | DENTI FI ER ::
pkt cEvent Conpl i ances OBJECT | DENTI FI ER ::
pkt cEvent Gr oups OBJECT | DENTI FI ER ::

{ pktcEventMb 7 }
{ pktcEvent Conformance 1 }
{ pktcEvent Confornmance 2 }

-- conpliance statenents

pkt cEvent Basi cConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for devices that inplenent
Event reporting feature."
MODULE  --pktcEventM b

-- uncondi tionally mandatory groups

MANDATCORY- GROUPS  {
pkt cEvent G oup
}

-- units of conformance
::= { pktcEvent Conpliances 3}

pkt cEvent G- oup OBJECT- GROUP
OBJECTS {

pkt cDevEvControl ,
pkt cDevEvControl St at e,
pkt cDevEvSysl ogAddr essType,
pkt cDevEvSysl ogAddr ess,
pkt cDevEvSysl ogUdpPort
pkt cDevEvThrott| eAdni nSt at us,
pkt cDevEvThrottl el nhi bited,
pkt cDevEvThrott| eThreshol d,
pktcDevEvThrottl el nterval,
pkt cDevEvPr ogr anmabl eEnt er pri se,
pkt cDevEvPr ogr ammabl eLevel ,
pkt cDevEvPr ogr anmabl eReporti ng,
pkt cDevEvPr ogr anmabl eText ,
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pkt cDevEVFi xedEnt er pri se,
pkt cDevEvFi xedLevel ,

pkt cDevEVFi xedReporti ng,
pkt cDevEvFi xedText,

pkt cDevEvI ndex,

pkt cDevEvVTi e,

pkt cDevEvLevel ,

pkt cDevEVENt er pri se,

pkt cDevEvl d,

pkt cDevEvText ,

pkt cDevEvMacAddr ess,

pkt cDevEvVENndpoi nt Nane,

pkt cDevEvReport | ndex,

pkt cDevEvReport Ti ne,

pkt cDevEvReport Level ,

pkt cDevEvReport Ent erpri se,
pkt cDevEvReport | d,

pkt cDevEvReport Text,

pkt cDevEvReport MacAddr ess,
pkt cDevEvReport Endpoi nt Nane

}
STATUS current
DESCRI PTI ON
"Group of objects for Packet Cable Event MB."
::={ pktcEventGroups 1}

-- Notification G oup Added

pkt cEvent Noti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { pktcDevEvi nform pktcDevEvTrap }
STATUS current
DESCRI PTI ON
"These notifications deal with change in status of
MTA Devi ce. "
::= { pktcEventGoups 2 }

END
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Appendix |l Revision History
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ECN Date Summary
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Engineering Change Notices incorporated in PKT-SP-EVEMIB-104-021018.

ECN Date Ratified Summary
memmib-n-02112 | 7/29/02 Removal of MIB object value (3) for pktcDevEvControl
memmib-n-02113 | 8/5/02 Correction of SYNTAX for MIB object
pktcDevEvSyslogUdpPort
memmib-n-02133 | 7/29/02 pktcDevEvSyslogAddressType and

"pktcDevEvSysogAddress' MIB Objects have both the
same OID Index.
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